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» It is often claimed that steganography is used by some kind of adversaries, e.g., to render malware
more stealthy. Such malware is often called stegomalware.
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Context

» |t is often claimed that steganography is used by some kind of adversaries, e.g., to render malware
more stealthy. Such malware is often called stegomalware.

» We wanted to know: How many cases of stegomalware do actually exist?

» Our research questions:
1. Are there actually more than a few cases of malware utilizing steganography?
2. How many cases of stegomalware are present for digital media (image, audio, video), network, and

text steganography?
3. What kind of methods is used by these malware-cases?
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Methodology

» Considered malware that appeared within the last five years

» Searched blog articles, threat reports, articles, and analyses from IT security companies and
security researchers.
» Searched Malpedia [Fraunhofer FKIE(2023)].

> Keywords: “stegano”, “stego”, “tunnel” and “covert”.
» Wrote a Python script; resulting 654 entries were checked manually. Script available on GitHub.

» |EEEXplore, Google Scholar, SpringerLink, ACM DL, TechRxiv, arXiv and ResearchGate:
“MALWARE” AND “Name of the Malware”.

» Consulted steg-in-the-wild list by Luca Caviglione [Caviglione(2023)] (version of Sep-28, 2023)

ARES 2024/CUING Workshop, Vienna F. Strachanski, D. Petrov, T. Schmidbauer, S. Wendzel: A Comprehensive Pattern-based Overview of Stegomalware 5




Introduction Methodology Findings Conclusion References
[e] @00 00000000 (oo} (o]

Methodology

» Considered malware that appeared within the last five years

» Searched blog articles, threat reports, articles, and analyses from IT security companies and
security researchers.
» Searched Malpedia [Fraunhofer FKIE(2023)].

> Keywords: “stegano”, “stego”, “tunnel” and “covert”.
» Wrote a Python script; resulting 654 entries were checked manually. Script available on GitHub.

» |EEEXplore, Google Scholar, SpringerLink, ACM DL, TechRxiv, arXiv and ResearchGate:
“MALWARE” AND “Name of the Malware”.

» Consulted steg-in-the-wild list by Luca Caviglione [Caviglione(2023)] (version of Sep-28, 2023)

Result

106 malware cases, described in 133 reports (duplicates were already removed manually)
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Studies already analyze stegomalware but discuss stegomalware in general or cover only few cases:

Paper Year Cases | Categorization

[Wendzel et al.(2014)] 2014 | (*)ca. 10 | -

[Mazurczyk and Caviglione(2014)] | 2014 (*) 47 | smartphone characteristics
[Mazurczyk and Caviglione(2015)] | 2015 21 | three groups

Cabaj et al.(2018)] 2018 14 | four groups

Caviglione and Mazurczyk(2022)] | 2022 18 | three groups

Our paper 2024 106 | pattern-based

* Includes larger fraction of pure academic approaches instead of solely real-world malware.

We provide a coverage of the most recent stegomalware. Our work is also the most comprehensive
survey of stegomalware (especially real malware samples) and are the first to apply a categorization

based on hiding patterns.

ARES 2024/CUING Workshop, Vienna F. Strachanski, D. Petrov, T. Schmidbauer, S. Wendzel: A Comprehensive Pattern-based Overview of Stegomalware 7




Introduction Methodology Findings Conclusion References
[e] ooe 00000000 (oo} (o]

Taxonomy

iding
Patterns

E";_lhi(ei?:mg E Representation Hiding Patterns
S b (Derived from Embedding Patterns)
Patterns :
i E1. State/Value Modulation i E2. Element Occurrence i E3. *-property i

for extensions)

(selects one particular state or value out of multiple possible) i (modulates a value describing when/where an element occurs) §

i E1.1. Reserved/Unused State/Value Modulation i E2.1. Element Enumeration
i (modulates a state or value that is reserved or unused) i i (modulates an element that describes the quantity of sub-elements that occur)

E E1.2. Random State/Value Modulation i E2.2. Element Positioning
H dulates a state or value that is (pseudo-)randomized) i (modulates an element that describes a positional value (where an element occurs))

E E1.3.LSB State/Va»lue} Modul_auop

E1.4. Character State/Value Modulation
i (modulates the cases of textual characters)

i E1.5. Redundancy State/Value Modulatlon
i (modulates the redundancy

[Wendzel et al.(2022)]: A Generic Taxonomy for Steganography Methods.
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Findings: Overview of Cases per Research Area

H Media
H Network
Text

— More than half (57.5%) of stegomalware cases employ network steganography.

ARES 2024 /CUING Workshop, Vienna F. Strachanski, D. Petrov, T. Schmidb , S. Wendzel: A Comprehensive Pattern-based Overview of Stegomalware 9




Introduction Methodology Findings Conclusion
[e]e]e} 0O®@000000 (oo}
Media Stegomalware (36 Cases)
Malware Object tp™ [ technique pattern ources
ABK Tmage (JPG) Embeds malicious payload into image files in cleartext EldL [Chen et al(2019)]
apicolor Tmage (PNG) %< [ 156 EL3dl hadar<pr(2022)]
Avenger Tmage 56 Ei3dl [Chen et al.(2010)]
build_downer | Image (JPG) Uses every fourth byte of the image data Eldl [Chen et al.(2019)]
CookieTime | Image (GIF) Prepends gif heades E1dL Park(2021)]
DoubleFinger | Tmage (PNG) x| Uses bytes at known offsets (visible) ETdl [GReAT and Lozhkin(2023)]
tDuke Tmage (PNG) Prepends (corrupted) png header EldL Faou et al (2010
Hammertoss | Tmage (JPG) X Append to end of image file [SBE 0T5)]
TcedD Tmage (PNG) Uses IDAT-Chunk to store encryptet E1d1/EL1d1 | [Team(, 2021)]
LambLoad Image (PNG) Uses wrong size in IDAT-Chunk to store dztz behind E1.1d1 023)]
lightneuron Image (JPG) Uses start of scan section and table Eld1 Faou(2019)]
Tokibot Tmage PG, ISB El3dl [Team(2019b)]
PN
Tumma Tmage (PN Unknown Unknown Ford(2023)]Josue(2022)]
TunarWeb Tmage (J G GIF) embeds data inside a JPG comment or in a GIF data block Unknown JurEacko(2024)]
TunarMail Tmage (PN AES encrypted data in IDAT chunks Eldl [Juréacko(2023)]
MiniDuke Tmage (JPG) Prepends JPG header Eldl Faou et al.(2019)]
MoneroMiner | Audio (WAV, B E1.3d1 Sont et al.(2019)]
MonPass Tmage (BMP) Starting with the 3rd byte in image data each 4th byte is used to store xor encrypted | E1d1 [Camastra(2021)]
payloa
Montythree Tmage (BMP) %_| LSB + XOR Operations on extracted Covert Information E1.3d1/E1d1_| [Legezo(2020)]
ObliqueRAT | Tmage (BMP) Unknown Unknown [Malhotra(2021)]
PolyglotDuke | Tmage JPG, | x | Append to end of image file El1dl [Faou et al.(2019)]
PNG
PNGLoader Image (PNG) LSB E1.3d1 [Toulas(2022b)]
PowlLoad Tmage (PNG) [SB (Invoke-PSimage) E1.3d1 Remillano T and Obuchi(2019)]
RDAT Tmage (BMP) 5B E13d1 Falcone(2020a)]
Tmage (PNG) % [ LSB Ei3dl Faou et al (2019)]
thadamanthys | Image (JPG) The data is stored after the actual content of the JPG or WAV file, in encrypted | E1.1d1 hasherezade(2023)]
Audio (WAV) form
Remcos Tmage (PNG) X |58 E1.3d1 [Szles(2021)]
ScarCruft Tmage (PG, Tmage file with appended encrypted malicious payload EL.1dL [GReAT(2010)]
PNG)
Serpent Tmage (JPG) Base64 encoded payload append to end of image file ELIdL VirusShare(2022)]
Tmage (PNG) TSE (Invoke PSImage) E13d1 Kwiatkowski et al.(2020)]
Stegmap Tmage (BMP) % | Unknown Unknown onfine(2022)] ][Tezm 20226)]
urlzone Tmage (PNG) x B ET.3d1 Team(ZﬂlQ
Ursnif Tmage (PNG) LSB (Invoke-PSImage) Ei3dl Dahan(0)]
USBFerry Tmage (JPG, Unknown Unknown [Chen(2020a)][Chen(20205)]
VinSelt Tmage (BMP) TS Ei3dl [Airbus(2022)]
Webbfuscator | Tmage (JPG) Embedded certificate with payload Eldl [Toulas(2022a)]

"tp: trusted platform (this refers to popular online platforms generally considered trustworthy by thelr companies, I.e., access s usually not prohibited)
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Media Stegomalware (36 Cases)

Key Findings:
> Almost exclusively image steganography (mostly JPEG, PNG, BMP, few GIF cases)
> 2 cases of audio steganography (2x WAV: appending to end of file / apply LSB stego)
» 0 cases of video Steganography
» Patterns: exclusively forms of value modulation:
> 14x E1.3 (modulation of LSB)
> 11x E1 (generic value modulation (e.g., appending to end of file / storing data in every nth byte etc.))

»  7x E1.1 (modulation of a reserved/unused value); partially unknown patterns as reports lack detail
» 5 reports lack details — no pattern was assigned
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Network Stegomalware (61 Cases)
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Key Findings:
» Ca. 79% of all cases use DNS (29 cases), HTTP (14 cases) or both (5 cases).
» Other protocols are used rarely (e.g., TCP, SMTP, SSH, ICMP, UDP, IMAP, TOR, SOCKS).
» Malware takes advantage of open source tools!
> At least 12 out of 61 cases.

» Patterns: exclusively forms of value modulation:

> 46x E1.1 (modulation of a reserved/unused value)
> 12x E1 (generic value modulation)
» 5 reports lack details — no pattern was assigned
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Text Stegomalware (20 Cases)
malware platform tp® [ technique pattern sources
Astaroth Youtube x| posts C2 Server addresses encrypted in Youtube and Facebook Profile descriptions | ELtL Brumaghin(2020)][Center(2019)]
Beatdrop Trello Notion X stores victim-info as trello card / downloads payload as attachment Eltl Wolfram et al.(2022)]
ComRATV4 GMail X uses e-mail attachements to send encrypted and to receive output Eltl Faou(2020)][L 2020)]
DNSpionage - hides data in the comments in the HTML code Eltl Mercer and Rascagneres(2019)]
Drokbk GitHub X Uses Readme.md to store URL in plaintext for C2 Eltl Team(2022a)]
EasternRoppels - hides key in HTML attribute positioning and payload in whitespaces E2.2t1/E2.1tl Dolgushev et al.(2019)]
EnvyScout Slack X creates slack-channel per victim and uses it for communication Eltl Tiepolo(2023)]
FatDuke - download id for payload is hidden in img-tag Eltl Faou et al.(2019)]
FunnyDream B uses HT TP, xoring/zipping payload in body, infos stored in URL Path ETtl Vrabie(2020)]
GraphicalNeutrino | Notion x uses notions API + Database Feature to store victim information and to download Eltl Future(2023)]
payloads
Hammertoss Social Media X uses unsuspicious Link posted on twitter to embbed c2 url + offset + key Eltl Tiepolo(2023)]
Ketrican - base64 encoded between keywords in HTML Eltl BfV(2020)]
Temon_duck B renamed bash script (to .png) ETtl Ahuje(2022)]
MiniDuke X X encrypted C2-URL via Twitter Post Eltl Faou et al.(2019)]
njRAT pastebin x| Link between marks Eltl Zhang et al.(2020)]
Panda GitHub X Uses GitHub API domains for and data extraction Eltl Overwatch Team(2020)]
PolyglotDuke X Imgur Reddit x mes Japanese, Chinese or Cherokee strings that encode the malware’s C&C Eltl Holt(2020)]
server
TangleBot Telegram X base64 encoded messages as telegram preview message Eltl [Naves et al.(2021
TriFive E-Mail Drafts base64 encoded and encrypted message-bodies in E-Mail drafts Eltl [Barbehenn(2019a)][Falcone(2020b)]
VaporRage Notion X | notions APl + Database Feature to store victim information and to download pay- | ELtL [Tiepolo(2023)]

loads

“tp: trusted platform
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Key Findings:

» Using different public web platforms, such as Youtube, GMail, GitHub, Slack, X, pastebin etc.;
posting comments or video descriptions. Mostly HTML content.
» Patterns (almost exclusively value modulation; only domain with E2 patterns):

> 19x E1 (generic value modulation)
> 1x E2.2 (element enumeration), jointly with 1x E2.2 (element positioning)
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Next Steps: ATTRIBUT project

ATTRIBUT:
Attribution of covert (information) channels in critical infrastructures
- ~and potentials for prevention and response (ATTRIBUT)

ATTRIBUT

» Findings will be fed into the ATTRIBUT project. Focus: attribution of attackers on the basis of
stegangoraphy artifacts.

Hochschule fiir den
&ffentiichen Dienst
 Bayer

Polizel

= = ® 8 Technische Hochschule P
Hochschule m—prandenburg nussnnuTHER uNERsTAT (B
Wo — HALLE-AITTENBERC

Funded by the Agentur fiir Innovation in der Cybersicherheit GmbH: Forschung zu “Existenzbedrohenden Risiken aus dem Cyber- und
Informationsraum — Hochsicherheit in sicherheitskritischen und verteidigungsrelevanten Szenarien” (HSK) —

https://www.cyberagentur.de/tag/hsk/. Project website: https://omen.cs.uni-magdeburg.de/itiamsl/english/projects/attribut.html.
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Conclusions

» Conducted the most comprehensive and most up-to-date survey of stegomalware (106 cases).
» Found that most known stegomalware uses network steganography methods (57.5%), followed by
digital media steganography methods.

» Of the digital media steganography methods, image steganography was used almost exclusively
(73% JPG or PNG).

» Only two cases for audio steganography methods (both WAV)
» Zero cases for video-based steganography methods.

» Stegomalware employs open source tools (at least for network steganography)

» Only few patterns were used, i.e., almost exclusively three forms of value modulation (LSB,
generic, random/unused field).
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Also, have a look at our stego taxonomy! :)

https://doi.org/10.36227/techrxiv.20215373.v2
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