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Abstract

Exchanging policy-breaking or critical information is becoming
increasingly challenging due to the expansion of network-level cen-
sorship and surveillance by repressive regimes around the world.
While typical end-user traffic is often analyzed or blocked by cen-
sorship systems, the Internet of Things (IoT) leaves underexplored
room for aiding the exchange of confidential information and cir-
cumventing censors.

In this paper, we present ADuLLAMOT, a covert channel method
that modulates properties of IoT devices to exchange secret mes-
sages. Compared to previous work, ADuLLamoT does not require
the modification of IoT devices (i.e., it works without the installation
of a covert software on the device) and functions with commercial
off-the-shelf (COTS) products. Further, AburLamoT allows a time-
decoupled exchange, where a sender embeds secret information at
one point in time while a receiver fetches the secret information at a
later time, which challenges event correlation and forensic analysis.
We implement multiple variants using three printers and a smart
speaker. In a local WiFi network, our experiments reached mean
transmission rates between 14.9 and 349.62 text characters/sec, de-
pending on the device used, and a mean transmission rate of 593.44
text characters/sec when three devices were used simultaneously.

CCS Concepts

«Security and privacy — Malware and its mitigation; Pseudonymity,

anonymity and untraceability; Intrusion detection systems;  Applied
computing — Network forensics; System forensics.
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1 Introduction

During the last decade, the number of Internet of Things (IoT)
devices grew tremendously. In 2025, an estimated 18.5-21.1 billion
devices were connected to the Internet, and it is expected that their
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number will reach 40.5-52 billion devices by 2034!:2. Due to their
popularity, numerous IoT devices are accessible over the Internet.

We present ApuLLAMOT (Adullam® of Things), an approach that
utilizes IoT devices as covert channel relays and short-term secret
data storage. ADULLAMOT does not require the installation of soft-
ware on IoT devices and functions with standard end-user products.
Our method allows multiple use-cases, such as censorship circum-
vention or out-of-band secret data exchange.

Summarized, our key contributions are as follows:

(1) Introduction of ApurLLamoT, a method for covertly relaying
data in a time-decoupled manner. AbuLLAMOT uses IoT de-
vices on the Internet or within local networks to store and
exchange secret data.

(2) Provision of a proof-of-concept implementation available to
the scientific community.

(3) Evaluation of AbpurLamoT using four common commercial
off-the-shelf (COTS) IoT devices.

The remainder of this paper is structured as follows. We cover
related work in Sect. 2 and present our threat scenarios in Sect. 3.
Sect. 4 covers our concept, the analysis of selected IoT devices, and
our implementation. Sect. 5 conducts an evaluation while Sect. 6
discusses our results. We conclude in Sect. 7.

2 Related Work

Early attempts to transfer and store covert data in IoT/CPS sys-
tems were conducted more than 1.5 decades ago. Descriptions and
analyzes of illicit information flows in CPS have been provided
by Gamage and McMillin [8] (in 2009) as well as Akella et al. [1]
(in 2010). Wendzel discussed covert channels in CPS (automated
buildings) in 2012 [19], and Uluagac discussed sensory channels in
CPS [17] in 2014.

Newer works exist as well. Neubert et al. [13, 14] show how
synthetic secret data can be embedded into industrial control system
(ICS) traffic, and Lamshoft et al. demonstrate an approach that can
be used to exfiltrate covert messages through ICS using long-term
process-data storage (sensor measurements). Similarly, Hartmann et
al. steganographically embed data into configuration databases for
ICS, which can be retrieved by a receiver in the future [9]. Moreover,
Hildebrandt et al. analyze steganography attacks in the context of
nuclear plants [10]. StegFog by Bieniasz et al. is a prototype that
allows distributed storage of covert data among multiple nodes
which could also be IoT devices running that software [2].

!https://iot-analytics.com/number-connected-iot-devices/
https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/
3According to biblical reference 1 Samuel 22:1-2 (also Shmuel I:22 in the Jewish bible),
Adullam was a hideout place for King David where he also assembled his fellow
soldiers. The name ApurLaAMOT was selected since our approach enables a digital
hideout by utilizing IoT devices.
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Cabaj et al. investigate the potential of distributed network covert
channels for IoT environments [3] and Cassavia et al. analyze their
detectability [4].

Our work does not only represent a hiding method. Instead,
our main focus is on the security policy-breaking nature of an
indirect covert channel. Such indirect network covert channels have
been studied for decades [24, 25]. Recent work [15] has reviewed a
wide range of indirect covert channels, including those that relay
covert information through caches (ARP, NTP) of network nodes,
which are referred to as network dead drops. Given that AburLAMOT
utilizes IoT device attributes as caches, it can be categorized as such
a network dead drop.

A recent work by Kirdan et al. [11] realizes indirect covert chan-
nels through MQTT. Although several MQTT-based covert channels
have been proposed by prior work, their scenario is comparable to
ours as their indirect covert channels utilize public MQTT brokers
for data exfiltration. An IoT-specific covert data storage (also in the
sense of relaying) was proposed by Wendzel et al. in 2017 [21]. In
contrast to our work, their approach was limited to professional
building automation systems running the BACnet protocol. Further,
they modulated actuator states and unused registers.

Differences to Previous Work. In contrast to the related work men-
tioned above, we do not consider ICS, smart cars, energy/smart grid
components, professional equipment (e.g., professional printers),
or building automation systems. Instead, we utilize widely avail-
able low-cost COTS products that are used by typical end-users.
Further, AbuLLaMOT does not rely on a specific protocol as most
related work (e.g., MQTT or BACnet). In contrast, the communi-
cation is done through some protocol used by the particular IoT
device. Moreover, ADULLAMOT stores covert data on IoT devices
without deploying any software on these devices. Another major
difference from almost all previous work is that AbuLLaAMOT creates
an indirect covert channel that utilizes IoT devices as relays. Note
that our primary goal is to break a security policy (e.g., the filter
policy of a censor), remaining stealthy is a secondary goal. Finally,
of our covert channels enable a time-decoupled exchange of secret
data, i.e., sender and receiver do not need to be active at the same
time.

3 Threat Scenarios

ApurLaMoT can be considered for multiple threat scenarios of
which we describe two selected ones.

Internet-based Censorship Circumvention Channel. In this setting,
Alice and Bob aim to bypass Internet censorship. Alice is located in a
country facing censorship and Bob is located outside of that country.
Alice wants to bypass a censoring system that filters traffic leaving
the country’s national network. To this end, Bob deploys IoT devices
accessible through the Internet while Alice exchanges unobtrusive
traffic with these IoT devices. Through her exchanges, she influ-
ences selected properties of these devices, e.g., the location string
of a printer. The censor is expected to apply both, keyword (string)
filtering for HTTP traffic, and TLS-based Server Name Indication
(SNI) filtering. These techniques (among others) are widely-used
filter techniques of today’s censors [5, 6, 16, 18, 22]. For this reason,
Alice encodes parameters of her traffic in a way that plain keyword
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filtering does not work (e.g., using Base64 or encryption). Since IoT
devices usually contain self-generated certificates and their domain
names are unlikely to appear on a censor’s list of blocked domain
names, TLS-based SNI filtering would not block Alice’s flows to the
IoT device.

Time-decoupled Dissident’s Data Exchange at an Unobtrusive Lo-
cation. In a setting derived from [21], Alice is a dissident and wants
to leak information to Bob who works for an underground news
magazine. A repressive government monitors Alice’s and/or Bob’s
behavior and wants to detect potential exchanges of dissident con-
tent. Alice and Bob assume that they might be monitored and need
to minimize any risk related to their data exchange. For this reason,
Alice does not want to meet Bob directly in order not to be seen
together and reveal any common exchange of information. As a
solution, Alice and Bob appear in a café with a public WiFi. How-
ever, they appear at the café at different times, so that Alice leaves
a message for Bob that Bob retrieves at another day (and deletes
the message after retrieval). They utilize modifiable properties of
a local IoT device (printer, smart speaker, ...) located in the café’s
network to relay secret information.

4 Design & Implementation

4.1 Core Concept

The core idea of our concept is to utilize attributes (or: properties)
of IoT devices accessible to both, Alice and Bob, for a covert data ex-
change. The reason behind this approach is the assumption that the
traffic exchange with IoT devices is less focused on by adversaries
as these are not part of typical censor blocklists and monitoring.

To this end, Alice and Bob must identify a set D of suitable IoT
devices dj, ..., d, they can somehow influence so that Alice can
embed secret messages m of size s(m) into these devices for Bob
who extracts these messages. Each message would need to be split
into chunks of the maximum provided storage space s;4x(d;) of a
device.

Minimizing the chance for being blocked would be aided by
using multiple IoT devices simultaneously. Thus, if access to one de-
vice is blocked, access to the other devices still remains. We utilize
a similar approach like in [20], where we optimized the embed-
ding strategy depending on the network carrier’s characteristics.
Adapting this concept for our setting, Alice can spread the covert
information over multiple IoT devices, depending on their storage
space Smax (d;). She makes sure that every IoT device’s attributes are
used at least sometimes by assigning each [oT device d; a probability
pi of utilization for the next message chunk, sothat 0 <c <p <1
(c serves as a threshold). To this end, she maximizes f (see Eqn. 1).

f= ZP:‘ * Smax(d;) - (1
1

Optionally, she can define a (repeating) sequence of IoT devices
that she shares with Bob, who can retrieve the secret data from the
IoT devices.

4.2 Analysis of Covert Storage in IoT Devices

First, we identify suitable attributes of IoT devices that can be
utilized to embed covert information. For this reason, we define
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two requirements: (1) the attributes should be accessible by typical
network devices without a special key or credential, and (2) mod-
ifications of the attributes should not be directly recognizable by
end-users.

Utilized Devices. We considered |D| = 4 low-cost COTS IoT
devices listed in Tab. 1, involving three printers and one smart
speaker. The table also lists the maximum storage capacity identified
for each device spqx(d;) that met our two requirements.

Printers. For both HP printers, we took a look at their configu-
ration websites. These are usually non-protected (it was the case
for all three printers although they were taken from environments
where they had been used on a regular basis over multiple years).
The most suitable option found to embed secret data was to al-
ter the AirPrint settings. In the AirPrint settings, one can usu-
ally change the name of the printer (string), the device’s loca-
tion (string), and the geographic location (numeric coordinates).
Since a change in the printer’s name would be easy to recognize
by end-users and geographic locations only allow a few bytes
of embedding into numeric values, we selected the device loca-
tion string (Smax (HP LaserJet Pro M148dw) = 255 characters and
Smax (HP LaserJet M15w) = 64 characters) to embed secret data.

Similarly, the Brother printer’s web-interface provided a place
where contact information could be entered, including a location.
We neglected the option to modify other attributes, such as the name
of the owner. In contrast to the HP printers, the Brother printer
required to handle a CSRF token and HTTPS-connectivity. The
provided storage capacity spqx(Brother HL — L2375DW) = 100
characters.

Smart Speaker. The Block SB 100 smart speaker runs a Frontier
Silicon Internet Radio 2.11-based web interface. The interface did
not provide a suitable storage space. However, we identified the
combination of HTTP (port 80) and a logging service (port 514) as
a suitable carrier: when a user aims to access non-existent URLs
through port 80, the logging system on port 514 will report it.
Thus, a sender can embed secret data by requesting in-existent files
through HTTP while the receiver monitors “not found” reports
on port 514. This works only if the receiver filters out irrelevant
information provided on the logging port, such as reporting on
the Spotify streaming service. We experimentally determined that
log messages for non-existent files are limited to 59 characters, i.e.,
Smax (Block SB 100) = 59.

Time-decoupled Interaction. If only one message (in case of the
printers) or only a few messages (in case of the smart speaker) are
sent by Alice, Bob can connect to the IoT device at a later time
to retrieve these messages. In case of the printers, the lifetime of
secret messages is not limited (Bob could extract the location string
a year later if he wants to) but the message length is limited to
Smax(d;) (because Bob would not signal Alice an acknowledgment
that allows her to replace the currently embedded message with
the next one). In case of the smart speaker, the number of cached
log messages is small because a loop buffer is present that shows
only the most recent messages (n = 16). If new/third-party (e.g.,
Spotify-related) log messages appear the secret messages would
get (partially) overwritten.
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4.3 Implementation

We implemented our proof-of-concept tool as a bash script for De-
bian and Ubuntu Linux distributions with limited dependencies, i.e.,
openssl® (used for encrypted HTTP requests), curl®, urlencode,
nc, awk, and sed (*=only used for the Brother printer). The sender
scripts transfer HTTP GET or POST requests to the IoT devices” web
services. In case of the printers, the receiver needs to poll for new
data and, after receiving a new chunk of data, overwrite previously
stored data with a brief acknowledgment message. In case of the
smart speaker, the receiver connects to the speaker’s port 514 via
TCP and parses all data it receives for covert messages.

Code Availability Statement: We made our implementation
available: https://github.com/cdpxe/AdullamoT/

4.4 Alternative Communication Relations

In general, our implementation is tailored for an 1:1 communica-
tion. For printers, an n:1 relation with multiple senders is feasible
where these senders could send traffic to the same printer but the
acknowledgment would not indicate which message was the last
one acknowledged, and senders could accidentally overwrite each
other’s messages before they reach the receiver. A similar problem
arises with multiple receivers (1:m) and in multiple senders and
receivers (n:m) settings. In such settings, a more complex protocol
would be required where every receiver has its own fraction of
the acknowledgment message. For example, some characters of
a response message could be used to contain a sequence number
while the remaining characters could be used for acknowledgments.
In such a case, receiver i could use the ith character of the ac-
knowledgment area to indicate its own acknowledgment (response
messages are then modified multiple times until all m receivers’
acknowledgment characters are set).

In case of the smart speaker, an n:1 communication is workable,
i.e., multiple senders could send their traffic to a single receiver.
This is feasible because the HT TP server accepts GET requests from
multiple senders but the logging port can handle only one connec-
tion at a time. Since there is no acknowledgment mechanism, the
receiver collects all messages under the condition that the senders
do not exhaust the computing and memory resources of the smart
speaker (prevention of message loss).

5 Evaluation
5.1 Evaluation Methodology

We decided to conduct measurements within a local network to
reflect the threat scenario of the dissident’s data exchange (Sect. 3).
Our network connects the IoT devices listed in Tab. 1 using a stan-
dard home router. As covert sender and receiver systems we used
Debian and Ubuntu-based laptops, running kernel version 6.x. The
IoT devices were inactive during all experiments, i.e., they either
were turned on but did not face any active utilization or were kept
in standby mode. For instance, the smart speaker can be activated
through a smartphone app, but its HTTP and system logging ser-
vices are available for communication independent of its activation
status.
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Table 1: Utilized IoT Devices for the Experimental Evaluation

Steffen Wendzel

Manufacturer, Model Type Connectivity | Implemented Protocol Smax(d;) | Mode
Brother HL-L2375DW laser printer WiFi send + wait for simple ACK | 100 characters | turned on, inactive
HP LaserJet Pro M148dw | laser printer | Ethernet send + wait for simple ACK | 255 characters | turned on, inactive
HP LaserJet M15w laser printer | WiFi send + wait for simple ACK | 64 characters | turned on, inactive
Block SB100 smart speaker | Ethernet blind sending 59 characters | standby mode
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Figure 1: Transmission Rate Per Device During 200 Experiments

5.2 Sending Performance

For our experimental evaluation, we transferred a continuous string
of alphabetic characters through our covert channels. We conducted
> 200 runs for each device, while between 6,400 and 10, 000 charac-
ters were transferred per run. Fig. 1 shows the sending performance
over the first 200 experimental runs. Tab. 2 gives numeric results.

Table 2: Unidirectional Bitrate (Characters/sec)

Manufacturer, Model Min. | Max. | Mean o
Brother HL-L2375DW 202.72 | 403.98 | 349.62 | 45.45
HP LaserJet Pro M148dw | 129.32 | 155.61 | 145.51 4.26
HP LaserJet M15w 13.34 14.90 14.23 0.24
Block SB100 264.81 | 308.17 | 283.85 5.39

As can be seen, the Brother printer allowed for the highest trans-
mission performance (a mean of almost 350 characters/sec, and a
peak performance of 403.98 characters/sec), while the HP Laser]Jet
M15w provided the lowest (approx. 14 characters/sec, and a mini-
mum of 13.34 characters/sec). This shows that the performance is
highly device-specific. While the Brother printer has provided the
highest standard deviation (o = 45.45), it has been much lower for
all other devices (0.24 to 5.39).

Note that the printer-based covert channels included an acknowl-
edgment feedback channel that the smart speaker covert channel
did not foresee.* The performance of the feedback channel was not

4Nevertheless, no data loss was experienced for the smart speaker covert channel as
the system logging port’s TCP stack seemed to buffer the sender-caused messages.

included in the plot and table. In other words, the overall perfor-
mance of our printer-based covert channels is higher than indicated
by our measurements as we additionally had to transfer one ac-
knowledgment response for each secret message.

WiFi (instead of Ethernet) connectivity did not appear as a bottle-
neck: both, the worst (HP LaserJet M15w) and the best performing
device (Brother printer) used WiFi (Tab. 1). Also, the standard devi-
ation did not seem to be linked to the WiFi setting as, again, the
lowest and highest o values arose from these two printers.

Multi-channel Transmission Performance. Following the idea of
Sect. 4.1 to multiplex our transmission over > 2 IoT devices, we
performed a parallelized covert message transfer using the three
best-performing devices, i.e., the Brother printer, the HP LaserJet
Pro printer, and the Block smart speaker. We foresaw 4 bytes/packet
for sequence numbers to enable a reassembling of the data at the
receiver side (this slightly reduced the available capacity for the
actual secret message). We split the transfer so that we distributed
the fraction of secret data as follows: 42.1% Brother printer, 35.9%
Block smart speaker, and 22.0% HP Laser]Jet Pro printer, which gave
the best performance when all channels were used simultaneously
and in a competitive way (all had to go through the same sender
and receiver network cards). As shown in Fig. 2, the multi-channel
method increased the transmission rate to a mean of 593.44 charac-
ters/sec (peak: 664.08 characters/sec).

5.3 Robustness

5.3.1 Immediate Transmission. In our default scenario, Alice relays
the data through the IoT device, while Bob extracts the message
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Compared to the Multi-channel Transmission Raate

immediately afterwards (< 10 sec storage duration). The rate of
missed and broken covert messages received by Bob was 0% for all
printers as well as for the smart speaker. In all printer-related exper-
iments, we employed a trivial protocol between sender and receiver:
The sender only stored new data once the last stored data was re-
placed by an acknowledgment message from the receiver. Both,
sender and receiver, constantly monitored the currently stored mes-
sage through polling, which decreased the throughput. On average,
the sender pulled for the receiver’s acknowledgment message 2-3
times before sending the next chunk. The receiver pulled for new
messages of the receiver between 1-3 times. However, as shown
previously (Sect. 5.2), we still achieved a decent performance for
all devices with a mean of > 14 characters/sec for the slowest and
> 349 characters/sec for the fastest device.

5.3.2  Time-decoupled Transmission (Relaying). In contrast to Bob
receiving the messages without delay, one key feature of Apur-
1AMOT is its ability to decouple the time of the sending process from
the time of the receiving process. This renders it more challenging
for an adversary to correlate Alice’s and Bob’s flows.

For the printers, as long as no spurious process® or end-user
re-configures the device, the delay between sender and receiver can
be chosen arbitrarily by Alice and Bob. Note that the used attributes
even survive reboots and restarts of the printers.

For the smart speaker, we needed to determine the fraction of
lost messages over time. The maximum number of cached logging
service messages is 16. However, each non-found HTTP resource
requested by the AbuLLAMOT sender results in fwo messages that
both report the desired file not found error. As discussed in Sect. 4.2,
we need to cause these errors in order to enable Bob to retrieve the
secret messages carried in the reported URLs. However, the fact
that two messages are generated means that the maximum number
of cached secret messages is limited to 8, resulting in a maximum
storage space of 8 X 59 = 472 characters.

To analyze the time-decoupled relaying through the speaker, we
ran an experiment to determine the fraction of successfully received
secret data, depending on the storage duration. A key observation
is that the provision of secret data through port 514 is not fully
reliable. First, we tested a short storage duration of only 1 min,
which allowed the receiver to retrieve 100% of the relayed data
(tested 130 times). However, when the storage duration increases to
120 min, only 80% of the secret messages were retrieved (tested 25
times). We also tested a setting in which we only embedded secret

5See Fadlalla [7] for an introduction into the concept of spurious processes.
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content into the last 4 (instead of all 8) messages and were able to
retrieve 92% of these messages after 120 min.

5.4 Detectability

The main goal of our channel is to break a security policy (e.g., to
enable censorship circumvention). However, a secondary goal is to
remain undetected. For this reason, we briefly cover the detectability
of ApurLamoT from different perspectives.

Network-level Detectability. Detecting our covert channel flows
is feasible as long as anomaly detection or signature-based intru-
sion detection is deployed, which is not necessarily the case in all
settings, such as in a public café. We conducted a simple experiment
in which we observed the number of established connections with
the HP printer in a real-world setting with three users. Distinguish-
ing from legitimate activity was trivial with a threshold of > 3
established TCP connections per second.

To avoid a trivial detectability of embedded data, the receiver
could utilize a printer’s actual location string as an acknowledgment
message (this can be configured in our scripts). However, this is
not feasible in case of the smart speaker.

Audio-Visual Detectability. Neither the printers nor the smart
speaker had to be “used” (e.g., commanded to print papers or to
play sound, respectively) during our experiments, i.e., all devices
were kept inactive or in standby mode. For this reason, no audible
signal was generated by the devices that could be interpreted as an
anomaly. In addition, no visual signals, such as blinking LEDs or
changes on displays, were observed during our experiments.

Congestion-based Detectability. Modifying location values and
causing “not found” errors have a very limited effect on the oper-
ation of the IoT devices. However, when Alice and Bob interact
with these devices, they consume data capacity and computational
power of these IoT devices, which might become noticeable for
some cases. In case of the printers, we observed a recognizable de-
lay when print jobs were running while transferring data through
our covert channel with the maximum throughput. The delay was
in a range of up to 10 sec. For this reason, stealthiness would in-
crease when the covert channel is operated with lower throughput
or when printers are unlikely to be used.

6 Discussion

IoT Device Deployment & Ethical Considerations. Alice, Bob, or a
person of their choice, could place IoT devices on the public Internet
(or any other network), so that they can be used for covert data ex-
change. While we propose legitimate use-cases, AbuLLAMOT could
potentially be misused by attackers utilizing third-party IoT devices.
In other words, miscreants could exploit already deployed devices
in case they are accessible (e.g., not kept behind NAT or firewalls).
We conducted a quick IoT device search using shodan.io, which re-
turned 1,160 results for “HP LaserJet Pro”, and 4,306 results for “HP
LaserJet”.® Although a large fraction of these devices might not be
accessible directly (and an in-depth evaluation was not conducted

%The scripts used for the two HP printers are very similar but work flawlessly on both
models although their web-interface’s appearance differs, and one of the printers is a
Pro series model. For this reason, we assume that the scripts would work for a larger
set of HP laser printers.
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due to ethical and legal reasons), we can assume that miscreants
would find enough third-party printers to choose from. However,
only seven results were found for the Brother model, and none for
the BLOCK SB 100. We believe that if methods like AburLamMOT are
not published while potentially being already known to miscreants,
the scientific community could neither develop countermeasures
nor provide legitimate users with needed circumvention tools. For
this reason, we decided to publish AburLamoT.

Potential Countermeasures. An obvious countermeasure for ADUL-
LAaMOT would be to disable management interfaces of IoT devices or
to make them inaccessible through the Internet. Moreover, authenti-
cation could be enforced to prevent Alice and Bob from interacting
with the devices. However, some devices, such as the smart speaker,
do not allow to disable the web interface directly.

Reversibility. Reversibility means that the original message of a
carrier can be restored so that it appears as if no secret message
was embedded in the past. The printer-based channels are reversible
as the original location values can be restored by the receiver after
extracting the secret message. This is done by replacing the secret
message with the original one. In contrast, the smart speaker-based
channel cannot be restored actively by Alice or Bob. Instead, they
have to wait for legitimate log messages to overwrite the covert
channel’s messages after a couple of hours.

Limitations. Our work is linked to the following limitations: (1)
We had access to only four devices. Covering a larger number of
heterogeneous IoT devices would provide more insights. (2) Our
experiments were conducted in a small local area network setting.
Internet-based performance metrics might differ. But even if so, the
general feasibility of our approach is also valid for Internet-based
scenarios. (3) We did not consider bypassing NAT ed environments
and we also excluded an investigation of buffering effects when IoT
devices are under high workload. (4) Our study lacks an evaluation
in which IoT devices are utilized to bypass real-world censorship.
Such a scenario would require to send traffic from censored coun-
tries, eventually considering effects of different routes and regional
censorship [12, 22, 23], and is linked to ethical challenges as probe
nodes must be deployed in these countries.

7 Conclusion

We introduce AbuLLAMOT, a set of indirect covert channels that
utilize commercial off-the-shelf IoT devices as relays for exchanging
secret information. Our work aids different use-cases and threat
scenarios, especially those benefiting from a time-decoupled ex-
change of secret information. The implementation of AbuLLamoT
is available to the scientific community and has shown a decent
transmission rate of up to 403.98 characters/sec using a Brother
printer as a relay in a local network.

This paper is considered as a starting point for IoT-based covert
channel relaying. Future work can focus on evaluating AbuLLAMOT-
like covert channel relays in real-world censorship environments.
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